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Abstract: With the fast advancement of mobile technology, the Internet of Things,
and remote sensors, it is especially imperative to guarantee correspondence and
communication security between the device and the server in these applications.
Radio Frequency Identification (RFID) systems are becoming increasingly
important because of their potent ability to automatically identify, locate, and
regulate object access. However, due to the underlying wireless communication
channel, RFID solutions are prone to security and privacy challenges. To find a
solution, the paper discusses the security requirements and types of attacks on
RFID protocols and presents an efficient authentication algorithm between server
and tag using elliptical curve and important cryptographic operations to address
formal security issues. The security of the proposed authentication algorithm is
evaluated using Scyther, and the cost calculation is compared with some existing
protocols. The comparative data on different attacks and performance shows that
the proposed scheme is faster than the earlier existing schemes in terms of
calculation time and is more secure too.
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1 Introduction

RFID, or wireless sensor networks, have expanded recently to employ
modern technologies to create low-cost, reliable, and secure communication
networks to identify people or items using electromagnetic fields. Such RFID
systems are used in some business operations, such as supply chain access,
control parking, product tracking, government parking tolls, and others, but they
are not limited to business operations; they are also used in daily life activities
such as telephones, household, and automobiles. The RFID system consists of
tags, a reader to read and request data from the tags, and a database server to
manage and store the data. A tiny chip with an antenna makes up the reader in
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the tag, which oversees sending and receiving signals from the reader. The
microchip in the Reader is used to store all the data and do all the calculations.

Cryptography plays a crucial role in securing RFID transactions. Various
cryptographic techniques can be employed to enhance the security of RFID
systems. Some of these techniques include: (a) Public Key Cryptography: Several
public key methods are essential for ensuring authentication, confidentiality, non-
repudiation, and data integrity, which are typically achieved through symmetric
cryptography. Authentication can be implemented using different cryptographic
protocols, primitives, and schemes. One example is entity authentication, where
techniques like zero-knowledge proofs and digital signatures can be used to
verify the identity of entities. Depending on the specific requirements, these
methods are categorized into services, protocols, schemes, and primitives. (b)
Authentication Techniques: The primary goal of authentication techniques is to
protect data from various threats. There are two main types of attacks: active and
passive. In an active attack, the attacker interacts with the system to extract
information through direct participation. In contrast, a passive attack involves the
attacker monitoring and extracting information without active involvement.
Authentication protocols are designed to protect against these passive attacks. For
RFID systems, elliptic curve cryptography (ECC) is commonly used to defend
against a range of attacks, providing encryption, signature, and identification
capabilities.

The security aspect of the RFID system has been extensively studied, and
numerous validated and authenticated methods have been developed. To
construct authenticated protocols for medical purposes, Juels [1] used both hash
codes and message authentication functions. Wong et al. [2] improved the work
of Juels by proposing a protocol based on hash locks. However, Chien et al. [3]
discovered a flaw in Wong et al. [2]’s work. He noticed that the methodology
devised by Wong et al. [2] was unable to provide RFID tag anonymity as well as
location secrecy. To improve Wong’s work and deal with the challenges, Chien
et al. devised a secure mutual authentication protocol. However, Lopez et al. [4]
later discovered that the protocol proposed by Chien et al. is unable to provide
privacy while maintaining location concealment. Further, improvements were
carried out by Lo et al. [S] and Yeh et al. [6] to improve the security from data
integrity attacks and from the impersonation attacks of the server. In 2011, Cho
et al. [7] also created a better authenticated protocol with the help of hash
functions and authentication code functions. Later, Safkhani et al. [8] demonstrated
that the Cho et al. protocol is vulnerable to tag impersonation, reader’s attack
impersonation, and resynchronization attacks. Chen et al. [9] were the first to use
the quadratic to introduce the authenticated and identifiable RFID protocol. Cao
et al. [10] then discovered some security flaws, such as the replay attack and tag
impersonation. Later, Yeh et al. [11] and Doss et al. [12] have also worked on the
efficiency of the RFID protocol using the quadratic residues. Heavyweight
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protocols such as public key cryptography and, advanced encryption standard are
not suitable for RFID. In the year 2000, Batina et al. [13] developed the ECC-
RFID protocol for security and claimed that elliptic curve cryptography (ECC)
gives an equal level of security and privacy with a smaller key size than that of
quadratic residues-based cryptography. In [14] and [15] the authors have proposed
the Efficient, Secure, and Practical Ultra-Lightweight RFID Authentication
Scheme (ESRAS), which addresses security concerns in RFID systems, making
it suitable for low-cost tags in healthcare applications by ensuring high security
with minimal computational and storage costs. To fix the security flaws of RFID,
[16] proposed an anonymous and reliable ultralightweight RFID-enabled
authentication scheme for IoT systems in cloud computing. Several applications
to the health care system, e-passports, and [oT are proposed by [14 — 19, 23,
24 -26, 27, 28].
The main contributions of this paper are as follows:

— This work proposes RFID authentication protocol utilizing elliptical curves
and cryptographic operations to establish secure communication between
the server and the tag.

— The proposed scheme is evaluated for its ability to resist a wide range of
security threats, highlighting its comprehensive defence capabilities.

— A formal security analysis is conducted using the Scyther tool to validate
the robustness and confidentiality of the proposed protocol.

— The computational performance and cost-efficiency of the scheme are
analysed through comparative evaluation with existing protocols in the
literature.

The organization of the paper is as follows: Section 2 discusses the
background and security notions of RFID, along with the types of attacks on it.
Section 3 proposes the Authentication Protocol for RFID, while its security
analysis and formal security analysis using the Scyther tool are presented in
Sections 4 and 5, respectively. The results and discussion are presented in Section
6, followed by the conclusion in Section 7.

2 Background and Security Notion of RFID

RFID tags are of three types: active, passive, and semi-active tags. Active
tags have a built-in power source that allows them to send a signal back to the
reader. There is no internal power source for information transfer in passive tags.
Semi-passive tags, on the other hand, have their own power source but rely on
the RFID reader’s signal to send a feedback signal back to it.

Table 1 shows the characteristics of several types of tags and their
characterizations as follows:
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Table 1
Type of tags and their characterization.

Tag type Passive Tags | Semi-Passive Tags Active Tags
Power Sur;?;;ﬁmg Internal chip Integrated battery
Storage Read memory Read/write Read/write
Distance 5m 100 m 1000 m
Cost Low High High
Size Small Large Large
Lifespan Unlimited 10 years 10 years
Signal Tag Low High High
Signal Requirement High Low High

The tag, reader, and database server are the three main components of an
RFID system. The transmission route between a tag and a reader is unsecure and
open to a variety of security concerns. The technical characteristics that empower
the system to prevent security threats are known as security requirements. There
are numerous security parameters [27] that can be used to assess an RFID
system’s level of security.

— Mutual Authentication: Before exchanging or transferring any sensitive or
valuable information, authentication between the reader and the tag is
crucial in an RFID communication session. To initiate a secure
conversation, both the tag and the reader must first verify each other’s
trustworthiness.

— Confidentiality: All transmitted communications must be secure, meaning
that an unauthorized party cannot gain confidential info or parameters used
to carry out communication.

— Integrity: During transmission, the communicated data must maintain its
accuracy, and it can never be altered or changed.

— Availability: To have successful communication, a synchronous state
between the RFID entities should be established, and communication
values must be adjusted after each successful session.

— Privacy: To maintain anonymity and prevent tracing of the tag or its
position, any confidential information, such as tag identity, must be
protected.

— Forward Security: The data sent over the network must be unique and
updated for each session, and it cannot be reused or linked to another
authentication session. An attacker will be unable to pass authentication or
violate the system if a tag or any information is compromised.
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— Replay Attack: An adversary attempts to intercept the tag response and
return it to the reader to initiate effective communication with the reader
or retrieve any confidential information.

— Man in the Middle Attack: The message between two valid entities,
tag/reader, is intercepted by an attacker, who modifies it and sends it back.

— Impersonate Attack: To create a forged entity, an adversary acquires either
the reader or tag identification information. As an outcome, the attacker
impersonates a valid organization to bypass authentication and continue
communicating.

— Location Tracking Attack: An opponent tracks the tag’s whereabouts to
compromise its privacy. This approach exposes RFID users’ personal
information, which is sensitive in this case.

— Desynchronization Attack: To authenticate each other, the communication
session between the tag and the reader begins by using the synchronous
values contained in both the tag and the reader. Desynchronization attacks
take place when an attacker interferes with the server and tag’s
synchronous state by withholding update messages, leading to different
communication values.

— DoS Attack: Adversity can jam the communication network by sending too
many requests to the reader, causing the readers to be preoccupied with
reacting to those signals, resulting in a cloning attack, in which the
adversary can still be cloned by a hostile device.

— Cloning Attack: An attacker uses malicious equipment to steal the reader
or tag secret information and establish a bogus entity capable of successful
communication.

— Disclosure: To totally compromise the protocol’s security, an adversary
identifies the tag’s secret information as well as the secret keys used in
communication.

3 Proposed RFID ECC Authentication Protocol

This section presents a new secure RFID tag and server authentication
protocol based on elliptic curve cryptography (RFID _ECC). Table 2 presents the
symbols and notations are used in the proposed scheme.

3.1 Setup phase

In this phase, both the server and the tag are acquainted with the public
parameters: F(g) is a finite field of size ¢, a & b (elliptic curve parameters for

E, v’ =x’ +ax+b on F(q), and P (the generator point). The tag selects a random

number to generate his secret key: y€Z, and using it computes the public key
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as ¥ =yP. Additionally, the tag stores the server’s secret key x€Z and the
corresponding public key X =xP, along with the ordered pair (x, X)in its

database.
Table 2
Symbols and Notations.
Symbols/ )
. Representation
Notations
F(q) Finite field where g is size of the field.
Additive group of prime order g on the elliptic curve E
G represented as
y* =x’ +ax+b , on the finite field F(q)
P Generator point in G
L.R,R, Message sent from the server to the server
C,,R,,L, Message sent from the tag to the tag
n,r Randomized number taken by tag and server respectively

3.2 Authentication phase

The authentication process between the server and the tag is illustrated in
Table 3. Below is a description of their communication steps:

— The tag chooses a randomized number 7, € Z p and calculates
L =rnPand R, =L+ yX.
Then, L, and R, are sent to the server.
— Server onreceiving L, and R, chooses a random number 7, € Z, and using
the private key x and the public key X, computes
C,=R®xY, L,=nrnP, R,=L+L, and C,=R,+C,
Now, C,, R, andL, are forwarded to the tag.
— Tag on receiving C,,R, and L,recovers L, as follows:
computes R, =C,®R, (D
and checks if R, =L,.

The verification of (1) is as follows:
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R,=C,®R,

—R,+C,®R,

=R,®xY

=L+yX —xY
=L+ xyP — xyP

-L,.

)

If R, matches with the L, then server is said to be authentic otherwise, the

communication is discontinued.

If server is found authentic, then tag computes R, =R,® L, and sends it

to the server.

— Server on receiving R, checks if R, =R, .

If found true, server confirms that tag is authentic.

Table 3
Proposed Authentication Protocol.
Tag Server
nez,
LeEZ, L. R, C,=R,®xY
L, =nP CLR,L, L,=rP
R, =L+ yX R,=L+L,
C, =R,+C
R, =C,®R, R R
IfR, =L, R, A
then server is authentic | ———————» then tag is authentic
R,=R,;®L,

4 Security Analysis

An informal security analysis of the proposed RFID ECC scheme is

presented in this section, considering the various attack types discussed in the
background concepts, as follows:

4.1 Availability

The proposed algorithm is easily accessible and does not require
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4.2 Mutual authentication

In the proposed protocol, the message R; cannot be generated without
knowing the values of 7 and y (i.e., the random number chosen by the tag and its

private key). These values were not passed on to the server and are only known
to the tag. Hence, both these values can maintain their secrecy. Therefore, values
can be stored in only the tag. Similarly, the values of C, cannot be calculated

without knowing r, (a randomized number chosen by the server) and x (secret
key of the server). As a result, the proposed technique enables mutual
authentication.
4.3 Anonymity

The proposed protocol ensures anonymity, as the tag and server utilize
distinct secret keys that are never exchanged during the process. The server holds
a secret key x, and the tag has a private key y, both of which remain inaccessible.
4.4 Cloning attack

In the proposed algorithm, both the tag and the server possess unique private
keys. These keys are independent and lack any correlation, making it impossible
for an attacker to compromise them. As a result, the algorithm effectively
prevents cloning attacks.
4.5 Impersonation attack

In the proposed protocol, C, cannot be generated by the hacker without
knowing L,,L,,R, and R, as these depend on the secret values (x, r,, y,andr)
which remain unknown to the attacker. Therefore, the proposed technique
effectively prevents impersonation attempts.
4.6 Location tracking attack

Even if a hacker compromises the private key y of the tag, they cannot
determine the server’s secret key .+ or the random variables (rl andr, ) selected by
the tag and the server. As a result, the interaction between the server and the tag
remains unconfirmed. Therefore, the proposed algorithm effectively mitigates the
location-tracking threat.
4.7 Replay attack

In the proposed protocol, it is observed that the value of R, is replayed to
the server, preventing the calculation of R, from the operations C, and R, , as
the server’s private key x and the random number 7, remain unknown to the tag.
Therefore, the server cannot detect the hacker by checking the match between R,
and R, . Similarly, by verifying the match between R, and L,, the server is
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unable to identify the hacker but can successfully detect the replay attack. Thus,
the proposed algorithm is resilient to replay attacks.

4.8 DoS attack

Since the server’s secret key is not transmitted throughout the authentication
process, it does not need to be updated. Therefore, the proposed protocol
overcomes DoS attack.

4.9 Server spoofing attack

The attacker cannot impersonate the server to the tag because, even if the
adversary selects a random number 5 and generates L,, they cannot obtain L,

due to their lack of knowledge about the server’s secret key x and the tag’s private
key y. As a result, server-to-server imitation is not feasible. Therefore, the
proposed protocol effectively mitigates the risk of server spoofing attacks.

4.10Forward security

Even if it is assumed that the server’s private key is compromised, the
attacker cannot confirm whether the messages R,and C, are being transmitted

due to their lack of knowledge about the random numbers 7 and r,. As a result,
the proposed scheme ensures forward security.

S5 Formal Security Analysis using the Scyther tool

Scyther is a robust tool [29, 30] for automating the verification of security
protocols that stands out for its ability to validate protocols with an infinite
number of sessions and nonces while also producing a finite representation of all
conceivable protocol behaviours. Leveraging the Security Protocol Description
Language (SPDL), Scyther ensures meticulous specification of protocol
verification, enabling the assessment of a protocol’s resilience against various
attacks. SPDL’s defining feature lies in its capacity to define protocols by
specifying a set of roles, with events such as (recv) for message reception and
(send) for transmission. Scyther’s claims, encompassing properties like Secret,
Aliveness, Weakagree, Nisynch, and Niagree, are meticulously ordered
according to their associated roles. Additionally, the Scyther tool, employing the
Dolev-Yao model as the adversary model, offers invaluable support in automatic
verification of protocols. In the proposed protocol simulation using Scyther, we
scrutinise interactions between two entities: tag and server. Parameters such as
random numbers and secret keys of the users are verified to remain confidential
post-evaluation, affirming the protocol’s immunity to unauthorised access and
potential attacks. The SPDL code for the communication is shown in Table 4 and
its verification report generated by Scyther is shown in Fig. 1.
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Table 4
SPDL code for communication between Tag and Server.

usertype Nonce, Key;
const XOR: Function; const Hash: Function;
const ScalarMultiply: Function;
const ScalarAddition: Function;
const P, X, Y: Key;
secret y, x, rl, r2: Nonce;
protocol RFID-ECC(tag, server)
{
role tag
{
constr2, R2, C2, Cl1, L1, L2, R1, R3, R4:
Nonce;
fresh rl: Nonce;
macro L1 = ScalarMultiply(r1, P);
macro R1 = ScalarAddition(L1,
ScalarMultiply(Y, x));
send _!l(tag, server, R1, L1);
recv_!2(server, tag, C2, R2, L2);
macro R3 = XOR(C2, R2);
match(R3, R1);
macro R4 = XOR(R3, L2);
send_!3(tag, server, R4);
claim(tag, Secret, r1);
claim(tag, Secret, X);
claim(tag, Alive);
claim(tag, Weakagree);
claim(tag, Niagree);
claim(tag, Nisynch);
¥
role server
{
constrl, R1, L1, L2, C1, C2, R2, R4: Nonce;
fresh r2: Nonce;
recv_!l(tag, server, R1, L1);
macro C1 = XOR(R1, ScalarMultiply(x, Y));
macro L2 = ScalarMultiply(r2, P);
macro R2 = ScalarAddition(L2, L1);
macro C2 = ScalarAddition(R2, C1);
send !2(server, tag, C2, R2, L2);
recv_!3(tag, server, R4);
match(R4, R2);
claim(server, Secret, r2);
claim(server, Secret, y);
claim(server, Alive);
claim(server, Weakagree);
claim(server, Niagree);
claim(server, Nisynch);
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Scyther results : verify X

Done.

Fig. 1 — Scyther verification report for RFID ECC.

The comments column in Fig. 1 shows “No attacks,” confirming that Scyther
detected no vulnerabilities in the RFID _ECC protocol. This verification
demonstrates the protocol’s strong security properties, including confidentiality,
mutual authentication, synchronization, and operational integrity.

6 Results and Discussion

This section compares the security aspects and computational aspects of the
proposed scheme with the similar schemes existing in the literature. In Table S,
refer to Al as Availability; A2 as Mutual authentication; A3 as Anonymity; A4
as Cloning Attack; AS as Impersonation Attack; A6 as Location Tracking Attack;
A7 as Replay Attack; A8 as DoS Attack; A9 as Server Spoofing Attack; A10 as
Forward security; A11 as Confidentiality, and A12 as Scalability. The proposed
scheme can also withstand Availability, Mutual authentication attack,
Anonymity, Cloning Attack, Impersonation Attack, Location Tracking Attack,
Replay Attack, DoS Attack, Server Spoofing Attack, Forward security,
Confidentiality, and Scalability attacks as mentioned in Table 5.

The weaknesses of existing ECC-based RFID authentication schemes have
been analysed in detail by Liao et al. [20]; they demonstrated that the protocols
[31, 32] are vulnerable to specific attack models and fail to meet essential security
requirements. Their study shows that earlier ECC-based schemes cannot resist
critical threats such as replay attacks, tag masquerade, location tracking, forward

67



V. Verma

secrecy violations, and scalability issues, which limit their practical deployment
in RFID systems. Furthermore, Pillai et al. [33] identified additional flaws in the
protocol of Liao et al. [20], including its inability to withstand advanced
adversarial strategies. These findings highlight that prior approaches fall short of
achieving a balance between security and efficiency in resource-constrained
RFID environments. To provide a clear comparison, the identified vulnerabilities
are summarized and evaluated against the security and performance
improvements of the proposed scheme in Table 5.

Table 5
Security Aspects.
Attack | [31] | [20] | [32] | [33] | [35] | [36] | Proposed
Al [V [V VY[V
A2 X \ X X \/ \ V
mo Vx| ]
A4 X \ X \ \/ \ V
A5 X X X X \/ \ V
A6 X X X \ Y \ \
A7 X X X \ Y \ \
A8 X \ X \ Y \ \
A9 X X X \ Y \ \
Al | N[ NN x| NN v
Al | N NN NN v
A2 | x | NN NN v

The proposed approach is also compared to RFID authentication schemes
[31, 32, 20, 33, 35, 36] existing in literature on the basics of system requirements
and calculations required for construction of the schemes e.g. addition over the
elliptical curve, no. of communications, random number generation and
multiplication on the elliptic curve.

From Table 6, it can be concluded that the presented scheme is more efficient
as compared to Zhang et al. [31], Liao et al. [20], Lee et al. [32], and Pillai et al.
[33], and it requires less multiplication on the Elliptic curve. Also, the total
number of operations required to construct proposed scheme is the least as
compared to others, as evident from Table 5. The study is extended to evaluate
the time required for a single elliptic curve multiplication, which is reported as
0.064 seconds according to [34]. Now, the time required to compute elliptic curve
multiplication for each scheme is calculated and compared with the proposed
scheme, and the corresponding results are presented in Table 7.
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Table 6
Computational comparison.

Operations [317 | [20] | [32] | [331 | [351 | [36] | Proposed
Ad_dlt}on over 6 5 4 6 3 4 3
elliptical curve
Communications 2 3 2 3 2 2 3
Ranc.lom number 3 ) 2 > 1 1 >
requirements
Mqltlpllcatlon 9 ] 7 ] 6 4 3
Elliptic curve
Total 20 18 15 19 12 11 11

Table 7

Computational Time Comparison.

Operations [31] [20] [32] [33] [351 | [36] [Proposed

Mu.ltlpllcatlon 9 8 7 ] 6 4 3
Elliptic curve

Computational | 5701 515 | 0448 | 0.512 | 0384 | 0256 | 0.192
time (s)

From Table 7, it can be concluded that proposed scheme requires only 0.192
sec to execute on the same specifications as discussed in [34].

0.6

0.5

04

0.3

0.2

0.1

(32] [33] [35] [36]

Fig. 2 — Computational Time Comparison.
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From Tables 6 and Fig. 2, it can also be concluded that the proposed scheme
requires 14 operations for communication between tag and server same as Liao
et al. [20] scheme, but proposed scheme can withstand Impersonation Attack,
Location Tracking Attack and Server Spoofing Attack that Liao et al. [20] scheme
cannot, and that makes proposed scheme more secure than Liao et al. [20]
scheme. Pillai et al. [33] scheme requires nineteen operations for communication
between tag and server and cannot withstand Mutual authentication,
Impersonation Attack and Forward security while the proposed algorithm
requires five less operations than Pillai et al. [33] scheme and can also overcome
these stated attacks.

7 Conclusions

With the rise of mobile technology, 10T, and remote sensors, securing
communication between devices and servers is crucial. RFID systems, used for
identifying and controlling access to objects, are vulnerable to security risks like
eavesdropping and tampering because of their wireless communication. To
address these issues, paper proposed an RFID authentication protocol based on
elliptic curve cryptography to ensure secure communication. Paper also
compared the security and efficiency of the proposed scheme against existing
ones, revealing its superior cost-effectiveness and reliability when compared with
schemes like [31, 32, 20, 33, 35, 36]. Notably, the proposed algorithm withstands
attacks such as Impersonation, Location Tracking, and Server Spoofing, where
Liao et al. [20] fall short. Moreover, it successfully defends against Mutual
authentication, Impersonation, and Forward security threats, which Pillai et al.
[33] fail to address adequately. This comprehensive defence capability enhances
security and authenticity while maintaining rapid computational performance.
Proposed scheme requires only 0.192 sec to execute, making it highly efficient.
Furthermore, the formal security analysis using the Scyther tool reaffirms the
protocol’s robustness and confirms its ability to maintain confidentiality and
resist unauthorized access. As future work, further validation can be done using
the BAN logic and its applicability in real-world RFID systems across diverse
environments.
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